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Abstract 

The prime goal of the research is to investigate if the cyber-crime has been risen during 
corona virus. People are using more internet and electronic device in this pandemic time 
in the purpose of to perform their works those are possible through internet, as they are 
unable to go of 25 questions. In these restrictions’ times, data cannot be gathered 
interacting with people physically so social media has been used for gathering data. The 
questionnaire was sent to people through social media 100 people were approached and 
30 out of them responded on the questionnaire. The data is presented in different charts 
for analysis. This research is significant is knowing if people are being attacked or their 
data is being stolen more than ever before during corona virus. The outcomes of this 
study show that people are literally suffering through a surge in cyber-crime and most of 
the people said their data have been stolen and they have also been attacked by hackers. 
Keywords: Cyber-Crimes; Hackers; Internet 
 
Introduction 
Cyber Crime can be carried out by a host of people ranging from disgruntled employee to 
individual hackers, organized syndicates, enemy governments or activists. Over the years, 
there has been a significant increase in the number of cybercrime attacks, promoting 
organizations to stay alert and seek means to fight Cybercrime threats. 
Cybercrime is criminal activity that either targeted or users a computer network or a 
networked device. The computer may have been used in the commission of a crime, or it 
may be the target. Cybercrime may harm someone’s security and financial health. Our 
Indian law has not defined the term cybercrime as such, however, an act has been 
introduced in order to tackle with these types of crimes, which we know as the 
Information Technology Act 2000 or the IT Act 2000. 
There are many privacy concerns surrounding Cybercrime when confidential information 
is intercepted or disclosed, lawful or otherwise. Internationally, both governmental and 
non-state actors engage in cybercrimes, including espionage, financial theft, and other 
cross boarder crimes. 
Cybercrimes crossing international boarder and involving   the actions of at least one 
nation-state are sometimes referred to as cyberwarfare. Warren Buffet describes 
Cybercrimes as the “number one problem with mankind” and “poses real risks to 
humanity”. Moat, but not all, cybercrime is committed by cybercriminals or hackers who 
want to make money Cybercrime is carried out by individuals or organizations. 
Categories of Cybercrimes 
These are three major categories that cybercrime falls into: individual, property and 
government. The types of methods used are difficulty levels vary depending on the 
category. 
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Property: This is similar to a real – life instance of a criminal illegal possessing an 
individual’s bank or credit card details.  The hacker steals a person’s bank details to gain 
access to funds, make purchases online or run phishing scams to get people to give away 
their information. They could also use a malicious software to gain access to a web page 
with confidential information. 
Individual: This category of cybercrime involves one individual distributing malicious or 
illegal information online. This can include cyberstalking, distributing pornography and 
trafficking. 
Government: This is the least common cybercrime, but is the most serious offense. A 
crime against the government is also known as the cyber terrorism. Government 
cybercrime includes hacking government websites, military websites or distributing 
propaganda. These criminals are usually terrorists or enemy governments of other 
nations. 
 
Cybercrimes before lockdown 
In the early eras, crimes related to computers were only physical attacks on computers 
and destroying it physically. There were no cybercrime as such. During the 1870s, initial 
cases of cybercrimes appeared wherein the teenagers were known for telephones 
phrasing. By the 1990s, the internet was seen as a unique medium of fastest speed in 
human history and increased reliance on technology. In 1992, the first polymorphic virus 
was released. In India, one of the very first cases of cybercrime was that of Yahoo 
v.Akash Arora. This case occurredin 1999. In this case, the defendant Akash Arora was 
accused of using the trademark or domain name ‘yahooindia.com’ and a decree of 
permanent injunction was sought. The other cases is of Vinod Kaushik and Madhvika 
Joshi. In which it was held that accessing of e-mail accounts of husbands and father in 
law without their permission is unauthorised under section 43 of the IT Act, 2000. This 
case was decided in 2011. All these cases refer to the fact as how did the cybercrime 
evolve, especially referring to evolution in India. 

Eventually, as social networks popularized, the rate of cybercrime started 
increasing as the criminals got more easy access to the personal life of the user. With this 
evolution, rose one of the most barbaric forms of crimes, that is, Non Consensual sharing 
of Intimate Images (NCSIA). According to national crime record bureau, 569 cases out of 
5987 cybercrime cases were motivated by sexual exploitation in 2015-2106. In such types 
of cases, obscene images of the consent of the person. It is also known as non-consensual 
porn. 
According to the report of NCRB, in the recent years the circulation of such images on 
the internet has increased to 104%. Most of such cases end up being unreported certainly 
because the family wants not to disrupt privacy or do not want to get involved into police 
and courts, and more than that the victim tends to keep such cases up to herself/ himself 
out of fear that everybody is going to blame the victim. The criminals knows about these 
facts and takes advantage of it. This is a crime that can traumatize whoever suffers it, be it 
a big celebrity just like the recent case of Hollywood actress Bella Thorne, or some 
common girl. In India especially it’s a big issue which should be worried about because 
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there is not particular special laws dealing with such crimes. Maybe because, most of the 
cases go unreported the law makers do not yet know about the intensity of this crime. In 
such a case ever comes up then we have few provisions in the Indian Penal Code (IPC) 
and the IT Act to help deal with such cases. 
 
Table 1: This table shows the yearly cybercrime cases before lockdown under the IT Act 
and IPC.  

Year IT Act IPC 
 Case Registered  Persons 

Arrested 
Case Registered Persons 

Arrested 
2011 1791 1184 422 446 
2012 2876 1522 601 549 
2013 4356 2098 1337 1203 
2014 7201 4246 2272 1224 
2015 8085 5102 3422 2867 
Total 24269 14152 8054 6289 
 
Cybercrimes during COVID-19 
The unprecedented coronavirus pandemic is profoundly affecting the global cyber threat 
landscape. Compounding a global health crisis with a sharp increase in cybercriminal 
activities related to COVID-19 is putting significant strain or law enforcement 
communities worldwide. According to one of the INTERPOL’s private sector partner, 
907,000 spam messages, 737 incidents related to malware and 48,000 malicious URLs- 
all related to COVID=-19 were detected between January and 24 April 2020. 
To maximise damage and financial gain, cybercriminals are shifting their targets from 
individual and small business to major corporations, governments and critical 
infrastructure, which play a crucial role in responding to the outbreak. Concurrently, due 
to sudden, and necessary, global shift to teleworking, organizations have had to rapid 
deploy remote systems, network and applications. As a result, criminals are taking 
advantage of the increased security vulnerabilities arising from remote working to steal 
data, generate profits and causes disruption. 
The national worldwide lockdown have been imposed around the global due to corona 
virus and it has been barred businesses to run their operations besides, people are not 
being allowed going out of home. So, in such a situation, people are using internet to 
perform their work which they can online like attending classes online, online shopping, 
online transaction, interaction with people over the internet, earning money online and 
other works. Since most of the people are switched to online world so they are providing 
more data to websites. So, keeping in view this thing, this research is being carried out   
to know if cyber-crimes have surged during corona virus. This research will prove helpful 
in knowing either people are suffering through this calamity or not and it will prove 
significant in finding out people are abstaining from providing data to websites in order to 
secure themselves from encountering any unwanted situation. 
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Table 2: Cybercrime in different Indian States during lockdown 
States with cyber crimes  Number of cyber-crimes in COVID-19 lockdown 

Karnataka 12,007 

Uttar Pradesh 9,353 

Assam 1,989 

Telangana 1,629 

Maharashtra 4,967 

 
This is the cybercrime cases in the different states till the month of April. According to 
the report, there is significant spikes in cybercrimes in Delhi during COVID-19 induced 
lockdown with as many as 135 such offences being reported every day on an average in 
May, the Delhi Police said after analysing nearly 33,000 cases registered until November 
this year. For instance, in January this year, 1,480 cybercrimes – or about 48 offences 
every day- were reported against 4,188 cases in May. In April, the cases stood at 3,372, in 
June at 3,239 and in July at 4,103. 
The cybercrime unit has analysed these offences to conclude that 62% of them were 
online financial fraud, 24% were social media harassment that included morphing photos  
of people and sexual harassment, and the rest 14%  were other crimes such as hacking, 
identity theft and data theft. The Mewat region, for instance, was found to be a hot spot of 
cyber frauds duping people by sending fake messages through  fake social media profiles. 
From north and northwest Delhi and NCR towns such as Noida and Gurugram, fake call 
centres were being run which cheated people by offering tech support in the name of 
reputed software companies. Fake websites on government schemes were mostly tracked 
to people in north Rajasthan and south Bihar. The platforms such as Twitter, Facebook, 
Instagram, and YouTube to block as many as 278 accounts this year. The most such 
accounts blocked were 140 on Twitter. 
 
Cybercrimes after Lockdown 
As we fully analysis the cybercrime before and during the lockdown it is clear that 
cybercrime is the great thread to the future. Something has to be done by government to 
reduce these criminal offences. There are many people in India which are uneducated, 
these criminals easily gain there trust and then do criminal offence.  This not just about 
the uneducated people some educated people also can’t find out what is true or fake and 
got trap in their master plan and give all the details which they want. Targeting Banks are 
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the most common in cybercrime but in future most common thread of cybercrime maybe 
the online shopping like retailer things or the social media which is growing fast day by 
day without any doubt. 
By 2024, the collective cost of data breaches will reach $5 million, according to a study 
by Juniper Research, the study predicted this astronomical amount will be the result of an 
increase in fines due, in target part, to the General Data Protection Regulation (GDPR), 
California Consumer Privacy Act (CCPA) any other data privacy laws that comes up in 
the next five years. 
However, we should also expect to see a 70 percent rise in cybercrime during that time 
period- another reason for the spike in data breach coasts. The study anticipated Artificial 
Intelligence (AI) will be responsible for much of the increase, not just because more 
organizations will rely on AI in the future. But also, because threat actors will utilize the 
technology to launch advanced cyberattacks. This, of course, is all predictive-probably 
accurate based on the history of cyber threats-but it also raises the question: What is the 
future of cybercrime? What will the threat landscape look like, not so much in five years, 
but in one or two? The more we know about the future will look like, the more accurate 
threats analysis will be. 
Looking at the technology of today can guide predictions for the future. Technology that 
is in the earliest stages of popularity is at its safest point- the ideal time for organizations 
to build out predictive threat analysis. 
For example, most of us remember how malware attack used to be focused on Windows 
machines, leaving Apple users feeling superior because they were safe from cyberattacks. 
Then, Apple became more mainstream, and their operating system (OSs) are no longer 
immune from attacks. It was the same with mobile apps and now with the internet of 
things (IoT). As AI become more mainstream, it will be both attacked and weaponized. 
Where will we see Cybercrime go? According to Nicole Eagan, CEO of Darktrace, we 
can expect to see a digital war of algorithms. 
Data Collection & Analysis 
In this chart you clearly see that in the question about the 52% Indian adults don’t know 
how to protect themselves from cybercrime: 46.7% people strongly agree on it, 33.3% 
people just agree on it, 10% people can’t say anything, 3.3% people disagree on the 
statement, and 6.7% people strongly disagree on this. These means 80% people believe in 
it that Indian adult didn’t know how to protect themselves. While 10% of people disagree 
on it and 10% can’t say anything. 
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The main purpose of this question is to know that how people feel about this.   According 
to the report, 59% of an adult are the victim of cybercrimes in past 12 months. People 
know that their parents or grandparents didn’t know how to deal with this type of 
situation when it came up. They can easily trust the people and gave the information 
which they want. This situation is not only with the adult but also with people of every 
age. 
 
 
In this chart you clearly see that 53.3% of people agree on this, 23.3% strongly agree, and 
23.3% neither agree nor disagree on this. That means 76.6 % of people believe that before 
the pandemic major target of cybercrime is the health sector. But in the pandemic, most 
of the crimes happen in the health sector. 

 
The main purpose of this question is to know the people thoughts about the health sector 
and also their thoughts on the ransom call because cyber-attacks mostly happens for 
money and ransom call is common in this. Nobody disagrees with the above statement 
that means it’s true. 
In this chart, you see people believe that pandemic increases 80% of online scams, 10% 
email and Phishing scams.  
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Phishing scams are high since cybercrime start in the world. Almost 70% are scams are 
done by phishing. But now, time changed. All the companies did their work through 
online mode that means chances of the online scams are high in this period. If proper anti-
virus software is not installed by the companies then any time your data will be stolen. 
It’s not just with the companies, it can happen with anyone. Scams on social media are 
high on the pandemic. Peoples account get hacked.   
 
 In this chart, people respond that security breach (hacking) is 66.7% biggest threat to the 
future, 16.7% online scam, 10% Email spamming, and 6.6% to Ransomware. No one 
marks phishing scam as the biggest future threat. 
 
 

 
 
 
Phishing scams, security breach (hacking), Email spamming, Ransomware, and Online 
Scams all of this are the types of cybercrimes. When cybercrime started Phishing is the 
most of the crime done by the criminals till now phishing scam is happening in the world. 
While talking about the biggest threat to a future organization Security breach (hacking) 
will be at its peak. People are learning scams through the internet. Most of the 
information is provided on the internet about hacking.  
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 While talking about the secure password in the below question 72.4% of people says that 
they know how a secure password looks like. 13.8% says no and 13.8% maybe.  
 

 
 
 
 
In this we observe that most of the people knew how secure password look like but other 
than that doesn’t know. The main reason to put this question is to see the response of 
people on passwords they set. Almost all people knew how to make a password of 
anything. But the main thing is you didn’t have to disclose your password special on that 
online websites or app you do not know or you are not confirmed about. 
Conclusion 
 
Through this research, A conclusion has been drawn that there has come a rise in the 
cyber-crime during COVID-19, as most of the respondents agreed that they are facing a 
spike in data stealing and hacker attacks more these days. It has also been discovered that 
people abstain to provide their data to any websites in ab bid to secure it. 
Cybercriminals are developing and boosting their attacks at an alarming pace, exploiting 
the fear and uncertainty caused by the unstable social and economic situation around the 
world. At the same time, the higher dependency on connectivity and digital infrastructure 
due to the global lockdown increases the opportunities for cyber intrusion and attacks. 
During the pandemic, the changing face of cybercrime has become evident across 
industries and businesses in the UAE. As regional lockdowns lift and global economies 
begin to recover, only time will tell what kind of changes we will see in cyber-attacks 
rates. 
The first line of defense against any cyber threat is increasing perception and awareness: 
‘prevention is better than a cure’. Most organizations could improve value and security by 
adopting a proactive approach to tackling cybercrime-related risks. Such an approach 
toward cybercrime risk management typically requires a cultural shift-this start with 
board–level executives who can incorporate cybercrime-related risk into their enterprise 
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risk strategy. Leaders may then quickly start to identify gaps and encourage an 
organization-wide approach to countering cyber threats. 
 
 


